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Introduction

• Certifying the robustness of Deep Neural Networks 

(DNNs) is crucial in safety-critical domains.

• Randomized Smoothing (RS) has been recently 

proposed as a scalable, model-agnostic method for 

robustness verification, achieving state-of-the-art 

results in many domains.

• [Challenge] Extending it to generative models such 

as VLMs is challenging: first, RS was developed for 

classification, not generation. Moreover, it has a 

large inference cost of ~105 samples, which makes 

it infeasible for large-scale SOTA VLMs.

Randomized Smoothing (RS)

• Given classifier 𝑓: construct the “smoothed 

classifier” 𝑔𝜎 that returns the majority vote of 𝑓
on noisy copies of 𝑥

𝑔𝜎 𝑥 = 𝑎𝑟𝑔𝑚𝑎𝑥𝑦 𝑃 𝑓 𝑥 + 𝑧 = 𝑦 , 𝑧~𝑁 0, 𝜎2𝐼

• If 𝑝𝐴 ≥ 0.5 (prob. that 𝑔 outputs class A), 

then:𝑔𝜎 is probably robust, with radius:

𝑅 = 𝜎Φ−1 𝑝𝐴
where Φ−1 is the normal CDF.

• Yet, the samples required to do so are typically 

around 105, which makes RS infeasible for 

SOTA VLMs.  

Extending RS for Vision-Language-

Models (VLMs)

• To extend it for generation, we consider 3 

main scenarios: 

Theory of RS extension in VLMs

• Introduce an oracle 𝑂 (e.g., a 2nd LLM) that classifies 

answers into semantically equivalent groups (e.g., “harmful” 

or “harmless”) 

• This reduces the problem to (binary) classification, and RS 

can be applied 

• A caveat here is that 𝑂 doesn’t have to be a perfect oracle; 

we theoretically show that 𝑂 having an error 𝜖<0.5 (e.g., 

better than chance) is sufficient 

Scaling laws for RS

• To reduce the inference cost, we mathematically 

develop scaling laws for RS 

• Average certified radius: 

aver. cert. R n

aver. cert. Rmax
≈ 1 − 1.64

𝑧𝑎

𝑛

• Average certified accuracy (uniform over radii 

thresholds): Δ𝑎𝑐𝑐 𝑛 ≤
𝑧𝑎

𝑛

where 𝑧𝑎 = Φ−1 1 −
a

2
is the normal quantile, 𝑎 is 

confidence level, and 𝑛 is the number of samples

Key takeaways

✓reduction is very mild wrt. number of samples

✓can reduce 𝑛 2-3 orders of magnitude without 

significant effect 

Experiments

• We apply our certified defense against the SOTA attack of (Qi et al., 

AAAI’24) over the image part of VLMs

• Results show that the scaling law wrt. samples closely follows the 

theoretical predictions

1. Content moderation (e.g., safety 

classification, Toxicity analysis): given 

input img 𝑥 and (malicious) prompt 𝑡
(e.g., “how to make a bomb”) ensure 

that there’s no adversarial perturbation 

𝑥′ that makes the model reply (instead of 

refusing) 

2. Vision-Language-Action models 

(VLAs) with discrete actions (e.g., 

service robots) 

3. Semantically equivalent output 

clustering (general case) 
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