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Summary L1: Risk per State L2: Risk of Action per State L3: Consequences of Actions Computing H ierarchica| Safety Explanations
d =10 = p=3,p=7,d=4 .
Shield: precomputed allowed actions (given a [/\] 423 [ a o } Risk per State (Level 1) Vrere s the
safety specification) keep Risk of a state: Minimal expected probability . _—
safe [ d>3 ] { Keep, brake } [ brake } [ -5 p=7d=2 ] of reaching a state violating the safety shield active:
® Safe reinforcement learning (RL) P,=2 P,=7, 0= specification
© Not interpretable ’ 0.2 brake State Partitioning:

- . All actions have low risk

- : Some actions have low risk

- Dangerous states: No available action has
low risk, safety specification is not yet

)critical J [ d>1 ]
T~
[ dangerous }-
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brake

Explainable representation of shields through
hierarchical decision trees:
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Orange (in red

- L1 (Risk per state): Risk classification of states violated ou are dead)
into safe, critical, dangerous and unsafe Unsafe states: Safety specification is y
violated

- L2 (Risk of action per state): Decision trees
differentiating allowed and disallowed actions

- L3 (Consequences of actions): Case-based
explanations highlighting consequences of
executing unsafe actions
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l Safe Actions

L Environment } >{RL Agent }

T Action

4 In state N Shielded RL Explanation _ |
(p.=3,p =7, d=4) Computation: Side product of model

keeping the velocity is checking query for computing the shield.
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Observation

ritical Region Ja:P™* (s,a,h) > €

Computation relies on already available
information and only induces minimal overhead.

Dangerous Region

Va:P™* )(s,a,h) <€

Safe Region
Va.P™* (s,a,h) > €
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Unsafe Region

Experimental Evaluation

Frozen lake:

What am |
allowed to do?

Risk of Action per State (Levels 2)

Explanation of allowed actions:
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- One decision tree per critical leaf
- Maps the state to the set of allowed

Only these
actions are safe

actions
Highway Taxiing O
Tree sizes for different variants: Consequences of Actions (Levels 3) And what if |
Execution Tree: disobey?
R 1T, | T, | | T, | - A set of traces starting with the
shield shield current state and a selected This is how you
HW2-f 358 7 ! 3 disallowed action get killed
HW2-c 3553 113 9 33 - Traces end in an unsafe states
- Combined probability of traces O
HW3-f 8395 18 17 2.5 violates the safety specification
E 1 %
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