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Vision

7 Cyber Physical
. '\ Human System System
Generative Al \

a powerful class of Al models that learn patterns from _

existing data and, after simple instructions, generate
new contents.

-~ -

GenAl faces significant shortcomings
E.g., hallucinations, bias, and potential misuse GenAl

When transition from experimental use to real-world applications,
robustness becomes critical for both performance and reliability

Requires making GenAl systems resilient to extreme, anomalous, or
unsafe behaviours to ensure reliable operation in diverse and
unpredictable conditions
RobustifAl will address the challenge of robustness by focusing on

foundation models

used in the context of human cyber-physical systems (HCPS), which are
broad to cover applications in many sectors, including robotics, automotive,
healthcare, industrial automation, and IT infrastructure.
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Three dimensions of robustness

p 57
S Drinking A

y v
‘ water { g

Technical Robustness

Operational Robustness

User Robustness

Environmental & Distributional
Robustness

Inherent Vulnerabilities
Adversarial Robustness

Systemic / Dependency
Robustness

Environmental Adaptivity
Distribution Shift & Domain Transfer
Task Drift Adaptation
Compliance & Policy Drift

Intent Robustness
Input Robustness
Mental Model Robustness
Social Interaction Robustness

Cultural & Linguistic Robustness
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Vision

RobustifAl intends to be the first project to introduce rigour into GenAl systems,
ensuring a systematic development process supported by mathematically grounded
individual methods, proven essential for safety assurance and compliance with legal
standards and regulations in previous industrial practices, such as DO-178C and
1SO26262 that have been used in the avionic and automotive industries.
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Vision Table connecting robustness to objectives

Objectives
Three innovations

AN
4 N
Challenges Innovations | Neuro-symbolic Adaptive Human-centric
Technical Robustness v v v v
Three Operational Robustness v VvV Vv
challenges User robustness v vV VvV
Objectives 01 02 03 Four
04 } objectives
Objective 1 Objective 2 e faeti
Harden the GenAl system Enhajnce GenAl ROtbjefgctge 3AI Obéecg}le 4
development process and adaptability and etro It en :a ebl
the methods within to self-monitoring de\zllz errnn ¢ G su;l alnlat.e
become neural-symbolic ability for evolving pmen enAl SoIUtions
with improved performance or new process to ensure across dlyerse ’
and robustness. environments human centricity applications
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Ambition

Innovations <

drives m supports

) 4

Construction of
Robust GenAl

Specification
and World Model

Innovations\
ResearchTheme

~ Constructing
human-centric
GenAl by
embedding

Deriving specs
from regulations,
for different user

groups

Human-Centric

Methods for the
extraction of
specs and world

Enhancing
methods (fine-

Neuro-symbolic
4 tining, RAG,

model Agent)
Methods for
) Modelling of generalisation,
Adaptive different reduced energy
environments consumption,
k —

Adaptability
through Runtime
Assurance

Verificationand
Validation for
GenAl

Producing proofs Assessment of

for human centricity
accountability as part of Al
and traceability. assurance

I Novel |
Verification &

Validation
methods for

Novel guardrails
/ runtime
monitoring
techniques

Guardrails
offering
adaptivity

_

Figure 1: Technical areas required for RobustifAlI innovations.
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Regulatory
compliance

and user
acceptanc

examples on how
the research
themes may drive
the innovative
axes, illustrated by
the intersection of
rows and columns
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Overall methodology

A paradigm shift with a
novel workflow that

adopts a human-centric
approach and

enables rigorous and
systematic desigh and
implementation

Three innovation
axes (to be
explained below)

Robustif

AN

GenAl System Development Workflow

—

Deployment

Al Assurance

GenAl System
Construction

Modelling and
Specification

Building
Blocks

Operational
Infrastructure

Use Case
Evaluation

Pre-trained
GenAl Model

Computing
Power

User
Acceptance

Fine-tuned
GenAl Model

Problem
Description

Existing
Systems

Regulation
Compliance
Verification and .

RAG /
Al Agents

Property

Domain
Specific Data

Comm.
Infrastructure

Stakeholders

End Users

Regulators

Safety
Engineers
SSH
Experts
Application
Engineers
Al
Engineers

RobustifAl 6-layered methodology, showing 1) how a GenAl

system is developed, with new (dark purple) and updated (light purple)
building blocks in the workflow, 2) where stakeholders are engaged.
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Robustifying GenAl via Neural-Symbolic Approaches

Build on the EU’s competencies in
logic reasoning and formal [Embedding Symbolic knowledge
verification in collaboration with o neural modats]
. Fine-tuning,

ML/GenAl experts to form a unique  prometens.

. elc
solution for GeNeSy as the next-
generation GenAl. Knowledge DB,

Specifications,

etc

World Models, etc

[Design and evaluate symbolic
layers in neural models ]

red-teaming,

evaluation,

[Extracting symbolic knowledge
with neural approaches ]

ethical concerns

Knowledge
domain info

examples new formal
safety gmdehnes re qmrement

[Assist neural models with
symbolic reasoning]

subproblem?
GenAl verification, W P >
testing, |
detection, Logically consistent -
monitoring . todecomposethe subproblem?
symbolic layer im mveme'nt initial  problem this way? +
etcp ' problem
. GenAl subproblem3

Some RobustifAl neural-symbolic approaches
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Adaptiveness

Recognising the boundary of their

Known Scenarios Unknown Scenarios
own knowledge

GenAl System

Conduct continuous introspection Construction Process

Swiftly and accurately adapt to internal f

and external changes

. L Lightweight Verification :
Deal with Hallucinations € & Safeguarding
) Attack/ YA

Addressing the known and unknown Testing {s O., reaching

unknowns imjtation of operational
\ robustnesgs)

Verification with Failure Enforcement
Guarantees Data Mechanism

Adaptiveness with the
awareness of the operational limit

Robustif @ RobustifAl — Public project overview presention April 2026 12



Human Centricity

Paradigm shift of GenAl system
development from “what we can do”
towards “what we should do” and “how
to do it well”

for broad and diversified user groups

by continuously engaging with various
stakeholders throughout the lifecycle

address how different human stakeholders will k
engaged in various stages of the new GenAl
system development process

Robustif/
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CERTX SSH Team

Converting Al
regulations to
ethical principles
by considering the
context of a use
case.

Task 2.1, 6.1

AIT SSH Team

Derive
specifications for a
use case using
serious games, and
derive acceptance
thresholds.

Task 2.1, 6.1, 6.5

CHALM SSH Team

Design methods to
embed needs from
user groups; and
evaluate with user
experiments.

Task 3.4, 6.4

Continuously
monitor the
developments to
ensure alignments

<+ and reflects results

to standards
development.
WP2-7

{

UOL SSH Team

Improve robustness
both at offline and

< runtime by

considering diverse
behaviours of user
groups.

Task 3.4, 5.3, 6.3

DLR SSH Team

Derive requirement
through human

< models; Evaluate

user conformity,
predict human

behaviour.
Task 2.1, 4.1, 6.2

Human-centricity across lifecycle
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Use Case Scenario Overview

UCi
AD data generation

Operational
robustness

Challenge: Collection &
annotation of scenarios for
development & validation of
AD and their compliance with
safety regulations.

Solution: Multimodal GenAl
ecosystem human-centric
scenario generation with
fairness and diversity of
scenarios.

Uuc2
Service robot

User robustness

Challenge: Existing robots from
factory default are not
equipped with GenAl as the
“brain”. They quickly max out
on their capabilities, causing
frustration from the patients.

Solution: GenAl technology
applied to a service robot
developed to understand the
patients and behave
harmoniously with them.

UC3
Security operation center

Technical
robustness

Challenge: Predicting,
analysing, and responding to
cybersecurity risks require
highly skilled cybersecurity
analysts.

Solution: LLM-enhanced
Security Operation Centre for
threat information synthesis,
intrusion detection rule
generation, incident analysis

and response plan generation.

Robustif. @ RobustifAl — Public project overview presention
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Pathway to Impact

RobustifAl results HUMAN-03-02 outcomes Impacts
2028 - 2030

Robust, efficient and explainable Al
development framework (TRL9)

Robust and efficient Al
development toolset (TRLS)

* Exploitation by partners via

Specifications languages and
1) Improvement of the tools (performance,

world model construction

Fiothods robustness, explainability, efficiency...) Human-Centric
2) Development of Robust software in
Neural-symbolic methods for Automotive, Robotics and Cybersecurity Neural-Symbolic
robust GenAl system K 3) Extension to other domains
development 4) Standardisation Adaptive (wrt robustness,
p energy consumption) EU .
Verification and Validation of - + Use by the large Al community leadership
GenAl Systems lainabl in Al based
* Further dissemination by partners Explainable
dthelargoAl ity on trust
and the large Al communi .
Safeguards for GenAl Systems Standardized
Testedon 3 Disseminated Used in many domains

applications among a large Al @ @
community
= g, @) , S+

RobustifAl pathway to impact

Robustif/. ® RobustifAl - Public project overview presention April 2026






Group 1: Specification and Modelling for GenAl

Requirements Gathering
Serious Games Requirements Collection

UCi uc2 ucs3

Functional Requirements

Ethical Requirements

Human Related
Requirements

Robustif/. ® RobustifAl - Public project overview presention

Specifications
Functional Properties GenAl Meta-Properties
Temporal Properties Robustness and Fairness
Hyperproperties Ethics
Probabilistic Properties Deceptive Alignment

Modelling

scenario overtake:
carl: car
ego: car

do parallel(duration: [3s..20s]):

o . cl: serial:
Probabilistic A: ogo.drive() uith:
. lane(same_as:carl, at:start)
Scenar|o lane(left_of:carl, at:end)

position([1@m..20m], behind:carl, at:start)
Languages B: ego.drive() with:
position([1m..10m], ahead_of:carl, at:end)

C: random:
Co: ego.drive() with:
lane(same_as: carl, at: end)
position([Sm..1@m], ahead_of: carl, at: end)

April 2026
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© Group 2: Neural-Symbolic Construction and Fine-tuning of GenAl

GenAl4S0C - Al Assistant for SOC (Security Operations Centre) Analysts

An agentic, explainable Al pipeline for threat analysis and detection engineering built for operational SOC environments by Thales.

Robustif/.. e RobustifAl — Public project overview presention April 2026 20




Group 2: Neural-Symbolic Construction and Fine-tuning of GenAl

Task 3.1 Robustify LLM & MLLM via Symbolic Methods (M4-M18)

GenAl N |
Neural E
Mﬂ:;l Task 3.1

Make the GenAl
neural model

b

1. Layer-wise symbolic value propagation via LoRA
2. Use the attention mechanism for input-output mapping and perform sensitivity
analysis
3. Study how mixture-of-experts can be made mroe robust by a built world model
and a set of specifications

Task 3.2 Improved Context Retrieval (M9-M30)

RAG - corpus ProGRank Defence Workflow
Poisoning Setting

Robust
Top-K

: 3. Score
1. Randomized 2. Derive Signals

Perturbations FA
1E:>§ > I“"m:} ﬂ => L

results

&l

1. ProGRank: Post-hoc and training-free defence strategy
2. Integrate uncertainty quantification methods into the pre- and post-retrieval
process.

Task 3.3 Logic-assisted CoT & Agents (M9-M30)
DoA > DoB C» DoC @

StepA [ StepB > StepC DoA > DoB > DoC

Neural Agents l Symbolic Reasoning J
Task {e.g., GenAl specialized,
Scenario-based LLMs) DoA = DoB = DoC
Procedural agents
(execute trusted SOPs)

1. Study how the background of information can be formulated into
forms of STL or PDDL.
2. Use LLM to label and categorise the requirements and translate
them into contracts.

Task 3.4 Human-Centric & Energy-Efficient GenAl (M3-M18)

Human-Centric Dimension Energy-Efficient Dimension

@5y Agent monitoring Fairness %
I:D Prompt Appending E,TEF':#E )
E - Request Distribution
nergy-aware (task-specific LLMs vs.
Honest & Polite GenAl systems v oaneral pUNIOS0

(semantic vector space differences)

[ Human-in-the-loop Calibration ] [ Pruning & Neuromorphic Computing 1

1. Human-in-the-loop calibration & transparency
2. Energy-aware task-specific LLM distribution

Robustif:
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Group 2: Neural-Symbolic Construction and Fine-tuning of GenAl

Robust model adaptation and knowledge integration
« Develop robustness-aware fine-tuning methods for adapting foundation models efficiently and safely.
* Analyse model adaptation mechanisms to guide more targeted and reliable fine-tuning.
« Design robust retrieval methods to improve the stability of knowledge-augmented GenAl systems.

Structured reasoning, monitoring, and evaluation
* Explore structured reasoning workflows for decomposing complex tasks into more checkable steps.
« Advance representation-level analysis to detect safety degradation, alignment drift and unreliable model behaviour.
* Extract neural- and symbolic-models from long-horizon conversations for tractability analysis
« Establish an initial robot-based evaluation platform for testing robustness, latency, task success and deployment efficiency.

obusti ® RobustifAl — Public project overview presention April 2026 22
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Group 3: Verification and Validation for GenAl

Trust, but verify: certify the correctness of GenAl outputs
* Fine-tune GenAl models to make their results robust and certifiable
* Initial focus: code production
* Use GenAl for synthesizing invariants, then verify them using automated tools
* Overall code correctness is then guaranteed
- Favourable initial results on public models (QWEN3)

Statistical approaches: better scale, more relaxed guarantees
 Direction 1: An anytime-valid runtime monitoring framework based on statistical model checking (SMC) principles
*  Formalize hallucinations/drift via sequential testing
* |dentify errors and propose alternatives
+ Make deployable decision policies

« Direction 2: SMC as a drift detection engine for LLMs
+ Drift as a statistically significant violation of stability
+ Estimate the likelihood of error via SMC

Robustif/. @ RobustifAl - Public project overview presention April 2026 23



Use Case 1 Autonomous Vehicles ODD-aware road

Achievements

« ODD-aware road analysis and risk mapping (real world accident data)

« Automated CARLA scenario generation (Functionality and key attributes )
« Advanced autopilot integration for edge-case validation

« Diverse safety-critical edge cases generated

Key Results

« Scalable rare-scenario generation framework
* Improved validation and testing coverage
« Digital twin of Bern routes

Planned outcomes

« Photorealistic GenAl augmentation (Multimodal world model)
« Stronger sim-to-real validation
* Improved AV robustness and safety assurance

Fig. 1. Scenario-based validation framework for autonomous driving

Robustif/. ® RobustifAl - Public project overview presention April 2026 24



Use Case 2 Service robotics

Service robots in Nursing home (PPM Robotics)

Initial development of and specifications of Al methodology for nursing
home logistic robot

Lab results
« Service robot has been setup and is being tested in nursing home in Trondheim
* ROS interfaces are established in order to interface Al solutions from RobusifAl
+ Initial experience with robot — patient interaction has been acquired

Faculty kitchen (Chalmers University of Technology)

Initial development of and specifications of Al methodology for home
care service robot

Lab results
* Testlab is being established
* Service robot has arrived, and is being installed

Robustif/. ® RobustifAl - Public project overview presention
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Use Case 3 Cybersecurity

¢Lessons Learne%nowledge Updaté Reinforcement ¢

Finetuning

@ 4 4
CTlinputs | > N N
\_/—
- Y . -
g 09 '9
® o o =
CVE inputs N R E N 8
o C e
B R | @ | O
e O) >
8 8 ||y || =
LOG inputs N E N 3_ N
5 = =)
. - -
-E HO o
I0C inputs ®l N N N
|: o AN J
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Threat

synthesis

Intrusion

detection
rule

Event

analysis
report

Robustifé. @

Response
plan

b

CTIl: Cyber Thread Intelligence
IOC : Indicator of compromise
CVE : common vulnerabilities and exposure

3 phases

Phase 1. GenAl4SOC baseline adaptation (4
functionalities):

 (a) Threat Information synthesis,

« (b) intrusion detection rule generation,
« (c)incident analysis reporting,

« and (d) response plan generation

Phase 2: Apply RobustifAl techniques to
GenAl4SOC from enhancement techniques,
verification and validation techniques and
runtime monitoring

Phase 3: GenAl4SOC evaluation: human-
centric aspects and sustainability aspects
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RobustifAl

Robustifying Generative Al through human-centric integration of neural
and symbolic methods

Duration; JUN 2025 — MAY 2028

Resources:
* Total estimated costs: 8.9 M EUR
* Max. EU contribution: 7.3 M EUR
* Project effort in person-months: 904 PM

Consortium:
« Coordinator University of Liverpool
* 18 partners from 11 countries
* 16 beneficiaries
« 2 associated partners

Communication:
« Website: https://robustifai.eu/
- Linkedin: https://www.linkedin.com/company/robustifai-project

Robustif/. ® RobustifAl - Public project overview presention April 2026 28
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Partner composition

Universities SMEs Large companies

Vesx-Al SIEMENS

P&'d UNIVERSITY OF
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CHALMERS

NNNNNNNNNNNNNNNNNNNNNN

¢
1925 TND TTIVITTIN T1XUN h)o # Deutsches Zentrum CXD T H A L E S

mywITa maavn AmETnNg
THE HEBREW UNIVERSITY OF JERUSALEM

DLR fiir Luft- und Raumfahrt Bu uture we can all trust

German Aerospace Center C E RTXH
TECHNISCHE N2 .
m onversitat TU N T (= = |V e 7 Collins Aerospace

AnRTX Business
WIEN

ekt 41LOXO

Universitat

T
Oldenburg L
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Contact point for any question:

Follow us on Coordinator

Xiaowei Huang (University of Liverpool)
m Email: xiaowei.huang@liverpool.ac.uk
robustifai.eu Phone: +447831378101

Robustif A
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Robustif /A

Funded by
the European Union

Funded by the European Union. Views and
opinions expressed are however those of
the author(s) only and do not necessarily
reflect those of the European Union.
Neither the European Union nor the
granting authority can be held
responsible for them.
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