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Abstract

As large language models (LLMs) transition to autonomous agents synthesiz-

ing real-time information, their reasoning capabilities introduce an unexpected

attack surface. This paper introduces a novel threat where colluding agents

steer victim beliefs using only truthful evidence fragments distributed through

public channels, without relying on covert communications, backdoors, or fal-

si ed documents. By exploiting LLMs overthinking tendency, we formalize

the rst cognitive collusion attack and propose Generative Montage: a

Writer-Editor-Director framework that constructs deceptive narratives through

adversarial debate and coordinated posting of evidence fragments, causing

victims to internalize and propagate fabricated conclusions. To study this risk,

we develop CoPHEME, a dataset derived from real-world rumor events, and

simulate attacks across diverse LLM families. Our results show pervasive vul-

nerability across 14 LLM families: attack success rates reach 74.4% for propri-

etary models and 70.6% for open-weights models. Counterintuitively, stronger

reasoning capabilities increase susceptibility, with reasoning-specialized mod-

els showing higher attack success than base models or prompts. Furthermore,

these false beliefs then cascade to downstream judges, achieving over 60%

deception rates, highlighting a socio-technical vulnerability in how LLM-based

agents interact with dynamic information environments.
Figure 1. Collusion via hidden channels (left) versus belief steering via public, truthful
evidence (right).

The Cognitive Collusion Problem

We formalize Lying with Truths by separating local factual validity

from global epistemic deception.

Local Truth Constraint. An evidence fragment ei satis es the Local

Truth (LT) constraint if and only if it is fully consistent with the ground

truth state G∗. Formally:

LT(ei) = 1 ⇐⇒ P(ei | G∗) = 1 (1)

This ensures that every fragment used in the attack is factually correct

and veri able in isolation.

Global Lie Condition. An evidence set E satis es the Global Lie
(GL) condition if it successfully induces stronger belief in a fabricated

hypothesis Hf than in the real one Hr:

GL(E ,Hf ) = 1 ⇐⇒ P(Hf | E) > P(Hr | E) (2)

This yields a threat in which locally true evidence (LT = 1) induces a
globally false conclusion.

Cognitive Collusion Attacks. Given a target fabricated hypothesisHf
and a factual evidence pool E, the objective is to construct an optimal
evidence stream (ordered sequence) ~S∗ that maximizes the victim s

posterior belief in Hf without fabricating any data:

~S∗ = arg max
~S⊆E

P(Hf | ~S) s.t. ∀e ∈ ~S,LT(e) = 1 and GL(~S,Hf ) = 1 (3)

Generative Montage

We propose Generative Montage, a multi-agent framework that op-

erationalizes Cognitive Collusion Attacks through coordinated narrative

production. Explicit colluders include: the Writer composes coherent

drafts that draw only from factual fragments while favoring Hf ; the Edi-

tor selects and orders fragments to induce spurious causal inferences;

the Director evaluates and re nes the narrative through adversarial

debate; and Sybil publishers disseminate the optimized fragment

stream across public channels. Implicit colluders are otherwise benign

agents that become compromised by internalizing the fabricated nar-

rative through narrative over tting and then broadcasting self-derived

conclusions with con dent rationales.
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Figure 2. Generative Montage Framework. (1) Production Team constructs deceptive narratives
from truthful fragments via adversarial debate; (2) Sybil Publishers distribute curated fragments
publicly; (3) Victim Agents independently internalize fabricated beliefs; (4) Downstream Judges
aggregate contaminated analysis from multiple benign victims and ratify them as facts. Explicit
colluders (1-2) intentionally deceive; implicit colluders (3-4) unwittingly amplify misinformation.

Experiments

Table 1. Main Results on CoPHEME Dataset. Evaluation across 6 events with an overall average.
Metrics: A = Attack Success Rate (%), C = Average Con dence (0-1), H = High-Con dence ASR (%).
The nal column (Avg. ASR) reports the macro-average ASR across all events. Background colors
denote model families.
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Figure 3. Downstream Deception Rate Analysis. Event-level DDR heatmap under Majority Vote
(left) and AI Judge (middle) strategies, with aggregated comparison across model families (right).

Table 2. Impact of Chain-of-Thought
Prompting on Victim Susceptibility.

Table 3. Ablation Results on the Charlie Hebdo
event.

Findings Summary: Generative Montage exposes a broad, model-

agnostic vulnerability, achieving an attack success rate of over 70%

across proprietary and open-weight LLMs while frequently inducing

highly con dent false beliefs. Stronger reasoning capabilities may fur-

ther amplify susceptibility, while contaminated conclusions continue to

mislead downstream majority-voting systems and AI judges.
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