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Redefining the Threat Surface

Cognitive-Centric Collusion
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Figure 1: Collusion via hidden channels (left) versus

belief steering via public, truthful evidence (right).



Problem Formulation: "Lying with Truths"

We formally separate local factual validity from global epistemic deception.

1. Local Truth Constraint (LT)

An evidence fragment e, satisfies the Local Truth (LT) constraint if and only if it is fully consistent with the ground truth state G*. This
ensures that every fragment used in the attack is factually correct and verifiable in isolation.

LT(e;) =1 &P(e; | G*) =1
2. Global Lie Condition (GL)

An evidence set E satisfies the Global Lie (GL) condition if it successfully induces stronger belief in a fabricated hypothesis H; than in
the real one H.,.

3. Cognitive Collusion Attacks

The objective is to construct an optimal ordered sequence S* that maximizes posterior belief in H;s.t. all fragments satisfy LT and the set
satisfies GL.

S* =argmax P(H;|S) s.t. ve €S, LT(e) =1and GL(S, Hp) =1
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The Generative Montage Framework

“The viewer himself will complete the sequence and see that
which is suggested to him by montage.” — Lev Kuleshov
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Figure 2: Generative Montage Framework. (1) Production Team constructs deceptive narratives from truthful
fragments via adversarial debate; (2) Sybil Publishers distribute curated fragments publicly; (3) Victim Agents
independently internalize fabricated beliefs; (4) Downstream Judges aggregate contaminated analysis from multiple

benign victims and ratify them as facts. Explicit colluders (1-2) intentionally deceive; implicit colluders (3-4)
unwittingly amplify misinformation.



Main Results on CoOPHEME Dataset

Table 1: Main Results on CoOPHEME Dataset. Evaluation across 6 events with an overall average. Metrics: A =
Attack Success Rate (%), C = Average Confidence (0-1), H = High-Confidence ASR (%). The final column (Avg.
ASR) reports the macro-average ASR across all events. Background colors denote model families.

Victim Model Charlie Hebdo Sydney Siege Ferguson Ottawa Shoot. Germanwings Putin Missing Owerall

Proprietary Models

GPT-40-mini 79.5 0.81
GPT-40 67.0 0.83 5
GPT-4.1-nano 79.1 0.79
GPT-4.1-mini 68.0 0.81
GPT-4.1 60.0 0.87
Claude-3-Haiku 83.5 0.76
Claude-3.5-Haiku 77.1 0.79 ¢
Claude-4.5-Haiku 320 0.71
Proprietary Avg. 8.( | 68.3 0.80
Open-Weights Models

Qwen2.5-3B-Inst 3.1 523 0.88
Qwen2.5-TB-Inst 5 62.0 0.85
Qwen2.5-14B-Inst 2.6 602 0.83
DS-R1-Distill-Qwen-1.5B 6 61.1 0.70
DS-R1-Distill-Qwen-7B 2 760 0.87
DS-R1-Distill-Qwen-14B S5 749 0.84
Open-Weights Avg. ).8: 64.6 0.83

Findings: Generative Montage consistently steers LLM agents toward fabricated beliefs across both proprietary and open-weight
models. More importantly, victims often adopt these false narratives with , Showing that cognitive collusion induces

not only wrong answers but also



The Reasoning Paradox

Does reasoning hEIP? Table 2: Impact of Chain-of-Thought Prompting on
Victim Susceptibility (Charlie Hebdo).

7' Counterintuitively, stronger reasoning capabilities increase

susceptibility.

Yictim Model Prompting ASR (%)
@ Reasoning-specialized models (e.g., DS-R1 series) show higher ]
Qwen2.5-7B-Inst Direct 67.8
ASR than base models. . + CoT 70.9 (+3.1:]
7 Explicit Chain-of-Thought (CoT) prompting amplifies Direct 77.0

DS-R1-Distill-Qwen-7B
vulnerability, turning inference into an attack surface. Qw + CoT 81.7 (+4-7)




Cascade Misinformation & Downstream Judges

Downstream Deception Rate (DDR) remains critically high across verification strategies.

Majority Vote (%) Al Judge (%)
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Figure 3: Downstream Deception Rate Analysis. Event-level DDR heatmap under Majority Vote (left) and Al
Judge (middle) strategies, with aggregated comparison across model families (right).

Findings: Downstream verification cannot reliably distinguish contaminated beliefs. Both Majority Vote and Al Judge remain highly

vulnerable because



Ablation Results (Charlie Hebdo)

Configuration ASR (%) HC-ASR (%) A ASR

w/o Editor 69.7 52.5 -7.3
w/o Debate 63.5 48.0 -13.5
Single-Agent Baseline 26.8 16.6 -50.2

L
“25 Collapsing multi-agent coordination into a single LLM causes ASR to plummet by 50.2%.

/' Effective manipulation emerges fundamentally from adversarial specialization and collaborative

optimization.



Effectiveness Across Sequence Lengths
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Figure 4: Effectiveness Across Sequence Lengths.

Findings: Attack effectiveness follows an . Too few fragments fail to trigger narrative construction, while too many
fragments introduce noise or contradictions. The strongest attack emerges in an optimal manipulation zone where evidence is

sufficient but not overwhelming.



Limitations and Future Directions

 Beyond text-only settings: Extend cognitive collusion from textual rumors to
multimodal evidence, including images, videos, timestamps, and cross-modal

narratives.

 Beyond controlled simulation: Evaluate the threat in more realistic information

ecosystems with platform curation, diverse users, and organic counter-narratives.

« Toward principled defenses: Develop detection and mitigation methods based on

belief-shift monitoring, evidence provenance, and causal-consistency auditing.



Questions & Discussion
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