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Computing Systems and the need for Safety

Delivery Drones Autonomous Vehicles

Cyber-physical Systems

1

Physical Damage of life and property

Computing Systems are evolving systems at break-neck speed

Recommendation systems

Security/Safety Risk  

GenAI systems

Software Systems(Moderate-risk) (High-risk)

How to develop enough trust in these system? 
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Reliability via Specification of Requirements

2

Specifications are the key requirements for reliable operation of systems

System

Verification

Formal Verification, Runtime Monitoring, é

System

Environment

Safe Reinforcement Learning, Planning é

Safety certification must go through Rigorous CƻǊƳŀƭ aŜǘƘƻŘǎ Χ

SpecificationSpecification

- understand the behavior of the system
- formalize it in a formal specification language 

Writing specification requires
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Explaining Behavior of Cyber-Physical Systems

CleanedNot cleaned

Logic Specification: Globally (multiple_obstacles implies Finally failure_mode) 
Natural Language: Always, if multiple_obstacles are hit, then, Eventually enter failure_mode 

Kitchen
Living room
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Designing Guardrails for Modern AI systems

Tools

LLMs

Database

Agentic System

+

Financial Transactions

Transc. 1: Rent
Transc. 2: Utility bills
Transc. 3: Council tax

Χ

Desirable P 

Logic Specification: Globally (execute_transaction implies neXt sufficient_bal) 

Natural Language: Always, if execute_transaction, then next there is sufficient_bal

Undesirable N

1250               250                100               50
rent utility tax

1375               375                225               175
rent utility tax

1375               375                225                0
rent utility personal tax

ERROR!

1500               500                  0               
rent

ERROR!
utilityothers
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Designing Guardrails for Modern AI systems

Tools

LLMs

Database

Agentic System

+

Transc. 1: Rent
Transc. 2: Utility bills
Transc. 3: Council tax

Χ

Desirable P 

Logic Specification: Globally (execute_transaction implies (wait Until confirmation)) 

Natural Language: Always, if execute_transaction, then wait until confirmation

Undesirable N

1250               250                100               50
rent utility tax

1375               375                225               175
rent utility tax

Financial Transactions

1375               375                225                0
rent utility personal tax

ERROR!

1500               500                  0               
rent

ERROR!
utilityothers
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Designing Guardrails for Modern AI systems

Tools

LLMs

Database

Agentic System

+

Transc. 1: Rent
Transc. 2: Utility bills
Transc. 3: Council tax

Χ

Desirable P 

Logic Specification: Globally (execute_transaction implies Finally[0,2] wait) 

Natural Language: Always, if execute_transaction, then wait for 2 secs

Undesirable N

1250               250                100               50
rent utility tax

1375               375                225               175
rent utility tax

Financial Transactions

1375               375                225                0
rent utility personal tax

ERROR!

1500               500                  0               
rent

ERROR!
utilityothers



25

Addressing the Key Issues

How to understand the exact behavior of the system and
How to formalize it in a formal specification language? 

Good Bad

Input: Examples of System Behavior

Task: Learn concise specification that is consistent the given input

Learn



Learning Precise Specifications from Examples

6

Learning Interpretable Specifications from Examples to Explain and Verify systems

Input: Examples of System Behavior

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Specification language of choice will be Temporal Logic

- can express various temporal relation between events
- pretty explainable, resembles natural language 
- useful in rigorous formal methods paradigms
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Temporal Logic as the Representation

Propositions:
multiple_obstacles, failure_mode,
sufficient_bal, execute_transaction Χ 

Boolean operators: 
 ᷈(and)   ᷉  (or)    (not)   O  (implies) 

Temporal operators:

Globally

ʒʒʒʒʒ
Gʒ

Until

ʒʒʒʕ
ʒUʕ

Finally

ʒ
Fʒ

neXt

ʒ
Xʒ

Temporal Logic



Learning Temporal Logic from Examples
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Input: Examples of System Behavior

Temporal Logic Type

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

Data Type

Å Linear Temporal Logic over discrete trajectories
Å Metric Temporal Logic over continuous signals 
Å Probabilistic Temporal Logic over Probabilistic 

Models (e.g., Markov Chains, MDPs, etc.)

Å Perfect Data
Å Perfect Data + Domain Knowledge
Å Noisy Data
Å Data with only one class

Learning Algorithm Type

Å Constraint Solving
Å Pattern Mining
Å Model-Checker Guided

Temporal Logic Type

Data Type Algorithm Type



Learning Temporal Logic from Examples
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Input: Examples of System Behavior

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

In this talk
- a peek into key problem settings 
- some algorithm ideas
- some practical applications  

Temporal Logic Type

Data Type Algorithm Type



Learning Temporal Logic from Examples
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Input: Examples of System Behavior

Temporal Logics

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

Data Type

Å Linear Temporal Logic over discrete trajectories
Å Metric Temporal Logic over continuous signals 
Å Probabilistic Temporal Logic over Probabilistic 

Models (e.g., Markov Chains, MDPs, etc.)

Å Perfect Data
Å Perfect Data + Domain Knowledge
Å Noisy Data
Å Data with only one class

Learning Algorithm

Å Constraint Solving
Å Pattern Mining
Å Model-Checker Guided

Temporal Logic Type

Data Type Algorithm Type
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Learning LTL from Examples

11

Problem: Learn a minimal LTL formula ʒ that is consistent with S, sit

       allows all executions in P and 

                   does not allow any executions in N.

Size: Number of subformulas
Why minimal? Explainability, Generalizability, Faster verification

Standard
passive learning

Input:

P 

N 

Sample S 
of system executions
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SAT-based Approach

12

ɰ

ɰ ɰ ɰ᷈ ɰ᷈

encode an LTL formula of size ὲ 

encode semantics of LTL

ensure consistency with S

Propositional formula

Algo1: Minimal LTL formula

ɰ ɰ ɰ ɰ

Algo2: Decision tree over LTL formulas

ṉṍ ṍ ṍ

- enables the search for a solution of size ὲ
- based on its model, can construct an LTL formula

ʒ

ʒ

ʒ ʒ

ʒ

Neider, Gavran [FMCADõ18]
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SAT-based Approach: Structural Constraints

13

ɰ

ɰ ɰ ɰ᷈ ɰ᷈

encode an LTL formula of size ὲ 

encode semantics of LTL

ensure consistency with S

Propositional formula

- enables the search for a solution of size ὲ
- based on its model, can construct an LTL formula

ɰ Encodes a syntax DAG of ʒ of size ὲ

᷉

UX

a

ʒ: X(a) ᷉ (a U b)

b

21

3
4

0

Neider, Gavran [FMCADõ18]
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SAT-based Approach: Structural Constraints

14

ɰ

ɰ ɰ ɰ᷈ ɰ᷈

encode an LTL formula of size ὲ 

encode semantics of LTL

ensure consistency with S

Propositional formula

- enables the search for a solution of size ὲ
- based on its model, can construct an LTL formula

ɰ Encodes a syntax DAG of ʒ of size ὲ

ὼ

ὼ

ʒ: ?

21

3
4

0

For each node, introduce proposition variables to encode
 - operator labels
 - left and right child

ὼ

ὼ ὼ

ὰȟ ὶȟ

ὶȟὰȟ
ὶȟ

Neider, Gavran [FMCADõ18]
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SAT-based Approach: Semantic Constraints

15

ɰ

ɰ ɰ ɰ᷈ ɰ᷈

encode an LTL formula of size ὲ 

encode semantics of LTL

ensure consistency with S

Propositional formula

- enables the search for a solution of size ὲ
- based on its model, can construct an LTL formula

Encodes the semantics of LTL formulasɰ

ὼ

ὼ

ʒ: ?

21

3
4

0

ὼ

ὼ ὼ

ὰȟ ὶȟ

ὶȟὰȟ
ὶȟ

Neider, Gavran [FMCADõ18]
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SAT-based Approach: Semantic Constraints

16

ɰ

ɰ ɰ ɰ᷈ ɰ᷈

encode an LTL formula of size ὲ 

encode semantics of LTL

ensure consistency with S

Propositional formula

- enables the search for a solution of size ὲ
- based on its model, can construct an LTL formula

Neider, Gavran [FMCADõ18]

Encodes the semantics of LTL formulasɰ

ὼ

ὼ

ʒ: ?

21

3
4

0

ὼ

ὼ ὼ

ὰȟ ὶȟ

ὶȟὰȟ
ὶȟ

If ὼ is X and Ὦᴂ is a child of Ὦᴂ, then ώ ώ

Xʒ ʒ

Ὥ Ὥ ρ
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SAT-based Approach: Consistency Constraints

17

ɰ

ɰ ɰ ɰ᷈ ɰ᷈

encode an LTL formula of size ὲ 

encode semantics of LTL

ensure consistency with S

Propositional formula

- enables the search for a solution of size ὲ
- based on its model, can construct an LTL formula

ὼ

ὼ

ʒ: ?

21

3
4

0

ὼ

ὼ ὼ

Encodes the consistency with the inputɰ

ώ  is true for  
ώ  is false for

P 
N 

Neider, Gavran [FMCADõ18]

ὰȟ ὶȟ

ὶȟὰȟ
ὶȟ
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SAT-based Approach: Semantic Constraints

18

ɰ

ɰ ɰ ɰ᷈ ɰ᷈

encode an LTL formula of size ὲ 

encode semantics of LTL

ensure consistency with S

Propositional formula

- enables the search for a solution of size ὲ
- based on its model, can construct an LTL formula

ὼ

ὼ

ʒ: ?

21

3
4

0

ὼ

ὼ ὼ

The iterative SAT-based algorithm outputs 
- [soundness] an LTL formula consistent with sample S
- [completeness] minimal among all consistent formulas

Neider, Gavran [FMCADõ18]

ὰȟ ὶȟ

ὶȟὰȟ
ὶȟ



Learning Temporal Logic from Examples
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Input: Examples of System Behavior

Temporal Logics

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

Data Type

Å Linear Temporal Logic over discrete trajectories
Å Metric Temporal Logic over continuous signals 
Å Probabilistic Temporal Logic over Probabilistic 

Models (e.g., Markov Chains, MDPs, etc.)

Å Perfect Data
Å Perfect Data + Domain Knowledge
Å Noisy Data
Å Data with only one class

Learning Algorithm

Å Constraint Solving
Å Pattern Mining
Å Model-Checker Guided

Temporal Logic Type

Data Type Algorithm Type
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Learning LTL based on Sketch

20

Problem: Learn an LTL formula ʒ by completing ʒȩ such that ʒ
                 is consistent with S, i.e., it

                     allows all executions in P and 

                     does not allow any executions in N.

Input:

P 

N 

Sketch
Sample S 

of system executions

ʒȩ = G(ȩ O  ȩ)

Why Sketch? 
Known information:
Intent, Domain Knowledge, etc.
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SAT-based Approaches

21

ɰ

ɰ ɰ ɰ᷈ ɰ᷈

encode an LTL formula of size ὲ 

encode semantics of LTL

ensure consistency with S

Propositional formula

- enables the search for a solution of size ὲ
- based on its model, can construct an LTL formula

R., Neider, Lutz [ATVAõ23]

Algo1: Minimal LTL formula

ɰ ɰ ɰ ɰṉṍ ṍ ṍ
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Input: Examples of System Behavior

Temporal Logics

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

Data Type

Å Linear Temporal Logic over discrete trajectories
Å Metric Temporal Logic over continuous signals 
Å Probabilistic Temporal Logic over Probabilistic 

Models (e.g., Markov Chains, MDPs, etc.)

Å Perfect Data
Å Perfect Data + Domain Knowledge
Å Noisy Data
Å Data with only one class

Learning Algorithm

Å Constraint Solving
Å Pattern Mining
Å Model-Checker Guided

Temporal Logic Type

Data Type Algorithm Type
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Learning LTL from Noisy Data

24

Problem: Learn a minimal LTL formula ʒ such that loss(S,ʒ)<ʆ
  
 

Input:

P 

N 

Misclassification Threshold

ʆ

Sample S 
of system trajectories

loss(S,ʒ): Fraction of executions in S which ʒ misclassified 



Hard constraints

24

MaxSAT-based Approaches

25

ɰ

ɰ ɰ ɰ᷈ ɰ᷈

encode an LTL formula of size ὲ 

encode semantics of LTL

ensure consistency with S

Propositional formula

Soft constraints

Hard constraints: Must be satisfied
Soft constraints: Satisfy as many as possible

MaxSAT framework:

- enables the search for a solution of size ὲ
- based on its model, can construct an LTL formula

Gaglione, Neider, R., Topcu, Xu, [ATVAõ21]

Algo1: Minimal LTL formula

ɰ ɰ ɰ ɰṉṍ ṍ ṍ
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Input: Examples of System Behavior

Temporal Logics

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

Data Type

Å Linear Temporal Logic over discrete trajectories
Å Metric Temporal Logic over continuous signals 
Å Probabilistic Temporal Logic over Probabilistic 

Models (e.g., Markov Chains, MDPs, etc.)

Å Perfect Data
Å Perfect Data + Domain Knowledge
Å Noisy Data
Å Data with only one class

Learning Algorithm

Å Constraint Solving
Å Pattern Mining
Å Model-Checker Guided

Temporal Logic Type

Data Type Algorithm Type
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Learning LTL from Positive Data Only

27

Input:

P 

N 

Sample S 
of system executions (words)

Why only positive? 
- Obtaining negative examples may be risky
- There are only expert demonstrations 
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Learning LTL from Positive Data Only

8

Learning from Positive Data is ill-posed

28

The minimal formula that allows the 

executions in P is:

The strictest formula that allows the 

executions in P is:

ʒ  true

This formula is too general!

ʒ ʒ Ễ᷉ ʒ᷉

This formula is large and too specific!

Overgeneralization hǾŜǊŬǘǘƛƴƎ 

Size Bound     can handle overfittingB
Bounding the set of executions can 
handle overgeneralization

L(ʒ) O  the set of allowed executions



Problem: Learn an LTL formula ʒ that allows all executions in P and

                       - has size less than B (to handle ƻǾŜǊŬǘǘƛƴƎ); and
                       - is language minimal (to handle overgeneralization).

24

Learning LTL from Positive Data Only

29

Input:
P 

Sample S 
of system executions (words)

Size Bound

B

ʒ is language minimal if for no other ʒΩ ǘƘŀǘ ŀƭƭƻǿǎ ŀƭƭ ŜȄŜŎǳǘƛƻƴǎ ƛƴ P and has size less than B, L(ʒΩύṒ L(ʒ)

R.,Gaglione, Baharisangari, Neider,Xu,Topcu [AAAIõ23]



24

Approaches based on Generating Negative Data

30

L(true) ṓ L(ʒ1) ṓ L(ʒ ) ṓ Χ ṓ L(ʒsol)

ʒcurrent guess

Idea: Counterexample-guided refinement

Make a new guess ʒΩ based on constraint solving

R.,Gaglione, Baharisangari, Neider,Xu,Topcu [AAAIõ23]

Compare ʒ and ʒȭ to generate examples in N  
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Input: Examples of System Behavior

Temporal Logics

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

Data Type

Å Linear Temporal Logic over discrete trajectories
Å Metric Temporal Logic over continuous signals 
Å Probabilistic Temporal Logic over Probabilistic 

Models (e.g., Markov Chains, MDPs, etc.)

Å Perfect Data
Å Perfect Data + Domain Knowledge
Å Noisy Data
Å Data with only one class

Learning Algorithm

Å Constraint Solving
Å Pattern Mining
Å Model-Checker Guided

Temporal Logic Type

Data Type Algorithm Type
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Learning Temporal Logics beyond LTL

32

Problem: Learn a minimal MTL formula ʒ that

             has future-reach less than B      
 is globally consistent with S, i.e., it

                 holds at all points in all executions in P and 

                 does not hold at some point in all executions in N.

Input:

P 

N 

Sample S 
of system executions 

(continuous Boolean signals)

Error! 
Violation detected!

Metric Temporal Logic (MTL)

Å Reason about continuous signals
Å Contains timed temporal operators
Å Used in Runtime monitoring

F[a,b]ʒ ʒ

a b

Why Future-reach bound? to have small satisfaction window

Future-reach bound

B
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SMT-based Approach

33

ɰ

ɰ ɰ ɰ᷈ ɰ᷈ ɰ᷈
 

encode an MTL formula of size ὲ 

encode semantics of MTL

ensure global consistency with S

Formula in Linear Real Arithmetic (LRA)

Algo1: Minimal MTL formula

ɰ ɰ ɰ ɰṉṍ ṍ ṍ

- satisfiable iff there exists a solution of size ὲ
- based on its model, can construct an MTL formula

ensure the future-reach bound

Symbolically encoding semantics based on
MTL monitoring procedure

Raha, R.,Fialkow, Perez,Neider [VMCAIõ24]
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Input: Examples of System Behavior

Temporal Logics

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

Data Type

Å Linear Temporal Logic over discrete trajectories
Å Metric Temporal Logic over continuous signals 
Å Probabilistic Temporal Logic over Probabilistic 

Models (e.g., Markov Chains, MDPs, etc.)

Å Perfect Data
Å Perfect Data + Domain Knowledge
Å Noisy Data
Å Data with only one class

Learning Algorithm

Å Constraint Solving
Å Pattern Mining
Å Model-Checker Guided

Temporal Logic Type

Data Type Algorithm Type
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Learning Temporal Logics from beyond Linear Trajectories

35

Input:

Two Sets of Transition Systems (e.g., Markov Chains)

P N 

R., Pote, Parker, Kwiatkowska: [IJCAIõ25]

Problem: Learn a minimal probabilistic LTL formula Pr>ʃ[ʒ] that is consistent with S, i.e., it

       holds on all models in P and 

                   does not hold on any model in N.
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Learning with guidance from Model-Checkers

37

Grammar
Enumerator

Probabilistic
Threshold

Search (PTS)

using PRISM
model-checker

Generates candidate LTL formulas
of increasing size and depth

Finds probabilistic parameters
 to (maximally) satisfy input

Construct Boolean combination
ƻŦ  άƎƻƻŘέ ŎŀƴŘƛŘŀǘŜ ŦƻǊƳǳƭŀǎ

Boolean Set Cover
(BSC)

F(               )

G(  failure_mode)

Χ
Χ

increase size

Χ
Χ

obstacles P>0.8 
F(obstacles)              

PҔлΦр G(  failure_mode)

Χ
Χ

P>0.8 
F(obstacles)              

PҔлΦр G(  failure_mode)
᷈
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Input: Examples of System Behavior

Temporal Logics

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

Data Type

Å Linear Temporal Logic over discrete trajectories
Å Metric Temporal Logic over continuous signals 
Å Probabilistic Temporal Logic over Probabilistic 

Models (e.g., Markov Chains, MDPs, etc.)

Å Perfect Data
Å Perfect Data + Domain Knowledge
Å Noisy Data
Å Data with only one class

Learning Algorithm

Å Constraint Solving
Å Pattern Mining
Å Model-Checker Guided

Temporal Logic Type

Data Type Algorithm Type
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Scalability with LTL patterns
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a · b · b · b · a

Positive P Negative N

b · b · a · b · a

b · b · b · b · b

a · a · b · a · b

LTL pattern: (2,b,>1,a)

LTL formula: X(b ᷈  XFa)

Raha, R., Fijalkow, Neider [TACASõ22, FMSDõ26]

Identify simple candidate LTL Patterns
and check their Boolean combinations 
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Scalability compared to Existing Approaches

40

https://pypi.org/project/Scarlet-ltl/

Bathie, Fijalkow, Matricon, Mouillon, Vandenhove [TACASõ26]:    

LTLfLearning Meets Boolean Set Cover.

Valizadeh, Fijalkow, Berger [CAVõ24]: LTL Learning on GPUs.

Active Scaling Efforts:

Raha, R., Fijalkow, Neider [TACASõ22, FMSDõ26]
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Explanations of an UAV

41

An Unmanned Aerial 
Vehicle (UAV)

—

—

G(      O  G     ) 

G(ɝ— O  ɝ—) 

If battery of the UAV is low, then it stays low.

: Low battery 
ɝ—: Change in yaw angle.
ɝ—: Change in roll angle

A change in the yaw angle, implies a change in the roll angle.



Takeaways ςVarious Problems

Explored learning of temporal logic specifications which enable rigorous methods

42

Input: Examples of System Behavior

Task: Learn concise formulas in Temporal Logic that fit  the given input

Positive Negative

Learning Interpretable Specifications from Examples to Explain and Verify systems

Temporal Logic Type

Data Type Algorithm Type

Saw how this problem needs to be studied in various settings 

Detailed some algorithmic approaches for these problems 




