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Computing Systems and the need for Safety

Computing Systems are evolving at a fast rate
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/ RECOMMENDED —'“lu..
y

o~
@ O aisrim s [ pecouss You pusent X
;a..g;fm«aua Y%EC[?USEW ok ko o ceor ..
or You U GH —
BOUGHT X ITaRIaame 52 : Al
O\ Wrat you abot conversstion | Vot vatt yoat yoor > .

—nnnzen [l REE—

O \ Haake vou™ I f=2te you hout ne y00ut?

@n rr P Ja——
Vhet's you ourhahon L 2

WB81
7 - =

Software Systems(Moderaterisk) | Cyberphysmal SystemgHighrisk)
Security/Safety Risk Physical Damage of life and property

How to develop enough trust in these system?



Reliability via Specification of Requirements

Safety certification must go through Rigorddi2 NJY | €
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Specifications are thkey requirement$or reliable operation of systems

Writing specification reauires understandthe behavior of the system
J5P . - formalizeit in a formal specification language
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Explaining Behavior of Cyber-Physical Systems
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Logic SpecificationGlobally(multiple ebstacie impliesFinally failure maodeg
Natural Language Always if multiple ahstacieare hit, then,Eventuallyenter failure made



Desighing Guardrails for Modern Al systems

Agentic System Financial Transactions

Transc 1:Rent
Transc 2: Utility bills
Transc 3: Council ta
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Logic SpecificationGlobally (exectite ttranasactioimpliesneXt sufficient &)
Natural Language Always if exectite ttransactiojthennext there issufficient /fal



Desighing Guardrails for Modern Al systems

Agentic System Financial Transactions

Transc 1:Rent
Transc 2: Utility bills
Transc 3: Council ta
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Logic SpecificationGlobally (execute ttransactiomplies(wait Until confirmation))
Natural Language Always if exectite ttransactio thenwait until confirmation



Desighing Guardrails for Modern Al systems

Agentic System Financial Transactions

Transc 1:Rent
Transc 2: Utility bills
Transc 3: Council ta

\\[ x Tools } [ \X/
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1250 "M, 950 YY) 0pad@X L 50 50 1500—"€M, 50 Others, Aty oo or
1375 1€ML, 375 YUY goctdX | 106 175 1375 TENL, 375 Ul ppersonal X, prrori

Logic SpecificationGlobally (exeatite ttranasactioimpliesFinally[0,2] wait)
Natural Language Always if exeatite ttransactiothenwait for 2 secs



Addressing the Key Issues

How tounderstandthe exact behavior of the system and
How toformalizeit in a formal specification language?

Input: Examples o8ystem Behavior
Good Badl
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Task: Learnconcisespecification that fit the given input




Learning Precise Specifications from Examples

[Learning Interpretabl&pecifications from ExamplmsEprairandVerifysystems}

Input: Examples o8ystem Behavior
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Task: Learnconcisespecifications thafit the given input




Learning Precise Specifications from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior
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Task: Learnconcisformulas inTemporal Logithat fit the given input

Specification language of choice will be Temporal Logic

- can express various temporal relation between events
- pretty explainable, resembles natural language
- useful in rigorous formal methods paradigms



Temporal Logic as the Representation

Temporal Logic

Propositions Boolean operators
multiple abstaclesailure made - 4 - X o (imol
sufficient /s execute tttansactioX (and) = (or)  (not) © (implies)

Temporal operators
nexXt Finally Globally Until
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Learning Precise Specifications from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior

-
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_____

Task: Learnconcisformulas inTemporal Logithat fit the given input

Specification language of choice will be Temporal Logic

- many of the problems are applicable to other formalisms, e.g.,
automata, simpleprograms domainspecific languages



Learning Precise Specifications from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior

-
-~
_____

Task: Learnconcisformulas inTemporal Logithat fit the given input

Specification language of choice will be Temporal Logic

- many of the problems are applicable to other formalisms, e.g.,
automata, simpleprograms domainspecific languages



Learning Precise Specifications from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior
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Task: Learnconcisformulas inTemporal Logithat fit the given input

Specification language of choice will be Temporal Logic

- wide variety of types that support several application domains
- compatible with several NLP techniques



Learning Temporal Logic from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior
Temporal Logic Type
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Task: Learnconcisformulas inTemporal Logithat fit the given input

Temporal Logics Data Type Learning Algorithm
A Linear Temporal Logic oveiscrete trajectories A Perfect Data | A Constraint Solving
A Metric Temporal Logic oveontinuous signals A Perfect Data + Domain Knowledge A Pattern Mining
A Computation Tree Logic over branching models A Noisy Data A Model-Checker Guided

A Probabilistic Temporal Logic overobabilistic Modeld Data with only one class




Learning Temporal Logic from Examples

[Learning Interpretabl&pecifications from ExamplmsEprairandVerifysystems}

Input: Examples o8ystem Behavior
Temporal Logic Type
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Data Type  Algorithm Type

-
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_____

Task: Learnconcisformulas inTemporal Logithat fit the given input

- a peek into key problem settings
In this talk - some algorithm ideas
- some practical applications




Learning Temporal Logic from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior
Temporal Logic Type
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Data Type  Algorithm Type
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Task: Learnconcisformulas inTemporal Logithat fit the given input

Temporal Logics Data Type Learning Algorithm
A[ Linear Temporal Logic oveiscrete trajectorie]s A[ Perfect Data | ] A [Constraint Solvin]g
A "Metric Temporal Logic oveontinuous signals A Perfect Data + Domain Knowledge A Pattern Mining
A Computation Tree Logic over branching models A Noisy Data A Model-Checker Guided

A Probabilistic Temporal Logic overobabilistic Modeld Data with only one class




Learning LTL from Examples

SampleS
of system:traces
P . o~ oo Standard
N V4 N . .
- passive learning

Input:
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Problem: Learnzaminimal LTL formulg that isconsistent with s, i.e.,iit
allows all-executions i and
doesmot-allow:any executions It

Size: Number addubformulas
Why minimal? Explainability, Generalizability, Faster verification



Existence of an LTL formula is trivial

SampleS
of system:traces

a-b b bbe a
P b-b-wabbes a

N b-b-thsb:b
a-atbsasb

Input:

Output: (@@ XXXa)™ (Xb) Size: 8

Concise Output: X(b~ XFa) Size: 6



Learning LTL from Examples

SampleS
of system:traces
P . o~ oo Standard
N V4 N . .
- passive learning

Input:

-
LS -
¢¢—~§_¢’ \'/ \

- -
Seo? N STa

Problem: Learnzaminimal LTL formulg that isconsistent with s, i.e.,iit
allows all-executions i and
doesmot-allow:any executions It

Size: Number addubformulas
Why minimal? Explainability, Generalizability, Faster verification



SAT-based Approach

Propositional formula

QA - enables the search for a solution of sgze
W . based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with
4—‘ l A
IR T TR
w W

encode semantics of LTL

Algol: Minimal LTL formula Algo2: Decision tree over LTL formulas 3
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SAT-based Approach: Structural Constraints

Propositional formula

QA - enables the search for a solution of sgze
- based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with
4—\ l 4
sem™ con
W . W W

encode semantics of LTL

- Encodes ayntax DAG of 3 of sizec

3:-Xa) (aub)

Neider, GavianH MCA DG 1 8 ]




SAT-based Approach: Structural Constraints

Propositional formula

QA - enables the search for a solution of sgze
- based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with
4—‘ l A
IR T TR
w W

encode semantics of LTL

- Encodes ayntax DAG of 3 of sizet @ d@‘l
l

For each node, introduce proposition variables to encode

- operator labels @ @

- left and right child a | a i

Neider, GavianH MCA DG 1 8 ]




SAT-based Approach: Semantic Constraints

Propositional formula

QA - enables the search for a solution of sgze
W . based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with
4—‘ l A
IR T TR
w W

encode semantics of LTL

msem Encodes the semantics of LTL formulas @
N i

Neider, GavianH MCA DG 1 8 ]




SAT-based Approach: Semantic Constraints

Propositional formula

QA - enables the search for a solution of sgze
W . based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with
4—\ l 4
o, - T B

encode semantics of LTL

Eﬂsem Encodes the semantics of LTL formulas
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SAT-based Approach: Semantic Constraints

Propositional formula

QA - enables the search for a solution of sgze
- based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with
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Y 8
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encode semantics of LTL ot
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SAT-based Approach: Consistency Constraints

Propositional formula

QA - enables the search for a solution of sgze
W . based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with
4—‘ l A
IR T TR
w W

encode semantics of LTL

W  Encodes the consistency with the input (‘]@Dl a@i
& is true for P @ @
o is false forlN a ! o
3:7?
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SAT-based Approach: Semantic Constraints

Propositional formula

QA - enables the search for a solution of sgze
- based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with
4—\ l 4
w . l,‘qsemw EHC"“

encode semantics of LTL

The iterative SAbased algorithm outputs
- [soundnessin LTL formula consistent wisampleS
- [completenessminimal among all consistent formulas

3:-Xa) (aub)

Neider, GavianH MCA DG 1 8 ]




Learning Temporal Logic from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior
Temporal Logic Type

-

““““

Data Type  Algorithm Type

-
-~
_____

Task: Learnconcisformulas inTemporal Logithat fit the given input

Temporal Logics Data Type Learning Algorithm
A[ Linear Temporal Logic oveiscrete trajectorie]s A_Perfect Data _ A[Constraint Solvin]g
A "Metric Temporal Logic oveontinuous signals A[ Perfect Data + Domain Knowledge A Pattern Mining
A Computation Tree Logic over branching models A Noisy Data A Model-Checker Guided

A Probabilistic Temporal Logic overobabilistic Modeld Data with only one class




Learning LTL based on Sketch

SampleS

Sketch
of system:traces
-~ el S v o _
P \'/ S SN2 @@_G(e O e)
Input: Ty Sketch?
St TN P T N Known information:

User IntentDomain Knowledg,
LLM assistance, etc.

Problem: Learn-aconcise LTL formulg is consistentwitts by completingg € that isii-e, it
allows all-executions i and

doesmot:allow:any executions lit



SAT-based Approaches

Propositional formula

QA - enables the search for a solution of sgze
- based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with

+—\

u.,l -‘“ msem* IHCOD

l

encode semantics of LTL

Therermay not always-becarcompletion

wE wd wd w Sketch X(g)
N b-bib---

Algol: Minimal LTL formula
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SAT-based Approaches

Propositional formula

QA - enables the search for a solution of sgze
- based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency with

+—\

u.,l -“ msem* IHCOD

l

encode semantics of LTL

Checking this is INPand allows a SAdased

Algol: Minimal LTL formula o
decision procedure.

W wd wd wyv
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Learning Temporal Logic from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior
Temporal Logic Type

-

““““

Data Type  Algorithm Type

-
-~
_____

Task: Learnconcisformulas inTemporal Logithat fit the given input

Temporal Logics Data Type Learning Algorithm
A[ Linear Temporal Logic oveiscrete trajectorie]s A Perfect Data | A[Constraint Solvin]g
A "Metric Temporal Logic oveontinuous signals A Perfect Data + Domain Knowledge A Pattern Mining
A Computation Tree Logic over branching models A| Noisy Dat;] A Model-Checker Guided

A Probabilistic Temporal Logic overobabilistic Modeld Data with only one class




Learning LTL from Noisy Data
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Problem: Learn-aminimal LTL formulg that isw-consistent with s, i.e., l0Ss{,3)<k

lossG,3): Fraction-of traces in which 3 misclassified




MaxSAT-based Approaches

Propositional formula

QA - enables the search for a solution of sgze
- based on its model, can construct an LTL formula

encode an LTL formula of size ensure consistency witts
Soft co

" . oy

Hard constrélnts
encode semantics of LTL

Algol: Minimal LTL formula MaxSATframgwork: o
Hard constraintsMust be satisfied
wé W & wé wv Soft constraintsSatisfy as many as possible

Gaglione, Neider, RTppcy Xu,A TV AG 2 1]



Learning Temporal Logic from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior
Temporal Logic Type

-

““““

Data Type  Algorithm Type

-
-~
_____

Task: Learnconcisformulas inTemporal Logithat fit the given input

Temporal Logics Data Type Learning Algorithm
A[ Linear Temporal Logic oveiscrete trajectorie]s A Perfect Data | A[Constraint Solvin]g
A "Metric Temporal Logic oveontinuous signals A Perfect Data + Domain Knowledge A Pattern Mining
A Computation Tree Logic over branching models A Noisy Data A Model-Checker Guided

A Probabilistic Temporal Logic overobabilistic Modeld: | Data with only one clags




Learning LTL from Positive Data Only

SampleS
of system:traces

-\
R ———-,/V
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Input:

-
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\\ f’ \-¢’ \0"

Why only positive?
- Obtaining negative examples may be risky
- There are only expert demonstrations




Learning from Positive Data is ill-posed

Overgenresitization @SN 0 0 A Y 3

Theminimal formula that allows the

Thestrictest formula that allows the
executions in”is:

executions irn”is:

3 true 3 3 T E” 3

This formula is togeneral! This formula isarge and toospecific!

L®)© the set of allowed executions SizerBoun® can handleoverfitting
Bounding the set of executions can

handleovergeneilizatian



Learning LTL from Positive Data Only

SampleS .
e SizerBound
of system-executiongvords)
/~\’/’\~——\~’/v B
p s TN PRl N
Input: AR

Problem: Learn an LTL formugathat allows all executions ifi and
- hassize less tharB (to handlez2 @S tNJ); @and A v 3
- iIslanguage minimal (to handleovergenerdlizatio)

3 islanguage minimaif fornootherzQ G KI G | f f 2 ¢ Band Had size89dsStiRadARBPLER A

R.,GaglioneBaharisangayiNeider,Xu,TopculA AA | 0 2 3 ]



Approaches based on Generating Negative Data

L(true)o LG,)0LE )0 X0 LB,
t

-y
current guess3 T -
P \ /".\\ /’ \\—"
N -

/’ -— /v
A

new guess 3 (Dased on standard passive learning

N

Algo: Counterexampl@uided

N©O Negative Executions

A LGQRLE): Adduto N
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Learning Temporal Logic from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior
Temporal Logic Type

-

““““

Data Type  Algorithm Type

-
-~
_____

Task: Learnconcisformulas inTemporal Logithat fit the given input

Temporal Logics Data Type Learning Algorithm
A Linear Temporal Logic ovdiscrete trajectories A[ Perfect Data} | A[Constraint Solvin]g
A[ Metric Temporal Logic oveontinuous signals} A Perfect Data + Domain Knowledge A Pattern Mining
A "Computation Tree Logic over branching models A Noisy Data A Model-Checker Guided

A Probabilistic Temporal Logic overobabilistic Modeld Data with only one class




Learning Continuous Temporal Logics

Samples

of systemssignals

Input: -

Problem: Learn-aminimal MTL formula 3 that
hasfuturereach/lessithai®

IS consistent with S, I.e., it

holds at-all- points-inlall.executions irand
doesmothold:at somepoint inlallexecutions\n

Why Futurereach bound? to have small satisfaction window

Futurereachthound

Metric Temporal Logic (MTL)

A Reasons over continuous signals
A Augmenting timed interval to operators
A Use in online runtime monitoring




SMT-based Approach

Formula in Linear Real Arithmetic (LRA)

QA - satisfiablaiff there exists a solution of size
- based on its model, can construct an MTL formula

encode an MTL formula of size ensure global consistency with
4—‘ l A
w -* l,Hsem“ ‘Hcon* ml r

encode semantics of MTL ensure the futurereach bound

Algol: Minimal MTL formula
W wé wd w

Raha, REijalkow PerezNeider VM MC A1l 06 2 4 ]



SMT-based Approach

Formula in Linear Real Arithmetic (LRA)

QA - satisfiablaiff there exists a solution of size
- based on its model, can construct an MTL formula

encode an MTL formula of size ensure global consistency with
4—‘ l A
o T om T fr
TR TR Ty

encode semantics of MTL ensure the futurereach bound

{?} U {a {|a} {|}

' ] | (a,¢) =[0,1) [2,4)
o 12 3 4 0.5 05
Fo.05P [ ) { j | (F[O,O.S]a’ «)=[0,1) [1.5,4)
0 1 15 4
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SMT-based Approach

Formula in Linear Real Arithmetic (LRA)

QA - satisfiablaiff there exists a solution of size
- based on its model, can construct an MTL formula

encode an MTL formula of size ensure global consistency with
4—‘ l A
o T om T fr
TR TR Ty

encode semantics of MTL ensure the futurereach bound

{a {4 {a} {a} U
' — (@, «)=p,0) [0,0) 6 06 A o o A
A

045234

| (Faya )=p,0) [0,0) © O 6 o A
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Learning Temporal Logic from Examples

[Learning Interpretabl&pecifications from Examplte:sEprairandVerifysystems}

Input: Examples o8ystem Behavior
Temporal Logic Type

-

““““

Data Type  Algorithm Type

-
-~
_____

Task: Learnconcisformulas inTemporal Logithat fit the given input

Temporal Logics Data Type Learning Algorithm
A Linear Temporal Logic oveiscrete trajectories A[ Perfect Data} | A[Constraint Solvin]g
A Metric Temporal Logic oveontinuous signals A Perfect Data + Domain Knowledge A Pattern Mining
A[Computation Tree Logic over branching moﬂjels A Noisy Data A Model-Checker Guided

A Probabilistic Temporal Logic overobabilistic Modeld Data with only one class




Learning Temporal Logics beyond linear trajectories

o EEEEEE

Problem: Learn aminimal CTL/ATL formulBg that isconsistent with s, I.e., it
allows all models ity and
does not allow any model ii.

Bordais R., Neider:H Mo 2 4 ]




