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ML IS DEEPLY SHAPING OUR WORLD



ML IS DEEPLY SHAPING OUR WORLD

Deep Neural Networks (DNNs) are at the core of the ML revolution



WHY VERIFY DNNS?

DNNs increasingly deployed in safety-

critical systems

• Perceiving the environment

• Supporting medical diagnosis

• Guiding autonomous robots and 

drones

• Assisting human decision making 

Yet failures still occur

• Perception errors

• Hallucinations 

• Incidents involving autonomous driving
Failures can have catastrophic consequences
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DEEP NEURAL NETWORKS
With emphasis on Feed-Forward DNNs



DEEP NEURAL NETWORK ARCHITECTURES
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Feed-forward Sequential Attention-based

Generative RL Graph-based

Image classification Machine translation Document summarization

Image generation Game playing Friend recommendation
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• 𝐹 ∶ 𝑋 → 𝑌

• DAG architecture: 𝑉, 𝐸

• 𝑉 = 𝑉𝑖𝑛 ∪ 𝑉1 ∪ ⋯ ∪ 𝑉𝐿 ∪ 𝑉𝑜𝑢𝑡

• 𝐸 ⊆ 𝑉 × 𝑉: set of edges

• Main characteristics

• No memory or feedback

• Information flows forward from 𝑋 to 𝑌
• Fully connected layers

• Nonlinear activation functions
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FEED FORWARD NEURAL NETWORK
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𝑥2

𝑥𝑚
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𝑎
…

𝑦

𝑤1

𝑤2

𝑤𝑚

bias 𝑏

𝑦 = 𝑎(𝑏 + σ𝑖=0
𝑚 𝑤𝑖𝑥𝑖)



11

ACTIVATION FUNCTIONS

Rectified Linear Unit (ReLU) SoftmaxSigmoid

𝑎 𝑥 = max(0, 𝑥) 𝑎 𝑥 =
1

1 +  𝑒−𝑥 𝑎 𝑥 𝑗 =
𝑒𝑧𝑖

σ𝑗=1
𝑚 𝑒𝑧𝑗

Activation function introduces nonlinearity, enabling the network to learn and represent complex 

input–output relationships

Maps output scores to 

class probabilities

Maps arbitrary real values 

to (0,1)Piecewise linear
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FEED FORWARD NEURAL NETWORK

Classification: 𝐹 ∶ 𝑅𝑛 → 1, … , 𝐾 Regression: 𝐹 ∶ 𝑅𝑛 → 𝑅𝑚



ROBUSTNESS OF DNN
What and why, not in that order



VERIFICATION IN ONE SLIDE
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VERIFICATION IN ONE SLIDE
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Software

No null pointer dereference

Hardware

Always mutual exclusion



VERIFICATION IN ONE SLIDE
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Verification is only possible once the desired behavior has been formally specified.



SOME AI SYSTEMS ADMIT NATURAL SPECS…

RL-trained DNN controller of F1/10 formula A natural specification

• Always keep minimum distance 

from the lead vehicle

𝑎𝑙𝑤𝑎𝑦𝑠(𝑑 𝑒𝑔𝑜, 𝑙𝑒𝑎𝑑 ≥ 𝑘)
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… BUT MANY DO NOT

What is a specification of a panda?

• What mathematical property 

distinguishes every panda image from 

every non-panda image?

• No obvious formula 𝜑(𝑥) s.t. 𝜑 𝑥 is true 

iff 𝑥 is a picture of a panda 
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Resnet_50

Giant panda 45.38%
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IS THIS A PANDA?
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IS THIS A PANDA?

Resnet_50

Giant panda 8.77%, cowboy hat 4.42%

Resnet_50

Skunk 4.52%

Resnet_50

Teddy 8.22%



Semantic correctness hard to specify

Change the question! Instead of asking

• Is this a panda?

we ask

• Does a small perturbation change the 

prediction?

Robustness is a task agnostic surrogate 

specification

WHY ROBUSTNESS?

Robustness

Given an input 𝑥, the DNN 𝑓 is robust wrt 𝑥
iff

∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 → 𝑑𝑜𝑢𝑡 𝑓 𝑥 , 𝑓 𝑥′ ≤ 𝛿

For classifiers:

∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 → 𝑓 𝑥 = 𝑓(𝑥′)

Robustness does not specify what the correct 

output should be - it specifies that similar inputs 

should produce similar outputs.
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Robustness defined with respect to a 

distance 𝑑:

∀𝑥′. 𝒅𝒊𝒏 𝒙, 𝒙′ ≤ 𝜖 → 𝑓 𝑥 = 𝑓(𝑥′)

CHOOSING THE RIGHT DISTANCE METRIC

Robustness is only as meaningful as the distance metric (perturbation model) it assumes
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𝒅𝒊𝒏 Example application

𝐿∞ Adversarial image perturbation

𝐿1 Feature corruption

𝐿2 Camera noise

Hamming Typos

Translate Image translation

CLIP Viewpoint change

𝑳∞

𝐿∞

𝑳𝟐

Translate 5px



TESTING ROBUSTNESS
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Robustness

• ∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 → 𝑓 𝑥 = 𝑓(𝑥′)

Robustness testing

Given a DNN 𝑓, an input 𝑥, and a 

perturbation budget 𝜀, robustness testing 

attempts to find

𝑥′ such that 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 and 𝑓 𝑥 ≠ 𝑓(𝑥′)

WHAT IS ROBUSTNESS TESTING?
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Input Input‘Perturbation

DNN

Output Output‘Same 

class?
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ROBUSTNESS TESTING APPROACHES

Random FGSM Square attack Carlini-Wagner

Will I get lucky?

Random perturbations

Black box

Follow the gradient once

One gradient step

White box

[1]

Iteratively modify square

regions

Score-based

Black box

[2]

Find the smallest perturbation

Optimization-based

White box

[3]

Attack strength

Efficiency
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ADVERSARIAL EXAMPLES

Eykholt, Kevin, Ivan Evtimov, Earlence

Fernandes, Bo Li, Amir Rahmati, Chaowei

Xiao, Atul Prakash, Tadayoshi Kohno, and 

Dawn Song. "Robust physical-world attacks on 

deep learning visual classification." 

In Proceedings of the IEEE conference on 

computer vision and pattern recognition, pp. 

1625-1634. 2018.
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ADVERSARIAL EXAMPLES

Athalye, Anish, Logan Engstrom, Andrew 

Ilyas, and Kevin Kwok. "Synthesizing 

robust adversarial examples." 

In International conference on machine 

learning, pp. 284-293. PMLR, 2018.
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SUMMARY

Advantages Limitations

✓ Fast and easy to apply

✓ Scales to very large neural networks

✓ Produces concrete adversarial       

examples

✓ Useful for debugging and 

adversarial training

✓ No network restrictions

✓ White-box or black-box attacks 

 No formal guarantees 

 Failure to find an attack does not 

imply robustness 

 Results depend on the chosen 

attack 

 May miss difficult adversarial 

examples 



VERIFICATION OF LOCAL ROBUSTNESS
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• Given a feed-forward DNN 𝑓 and an input 𝑥, local robustness verification asks

• Does there exist an adversarial input 𝑥′ close to 𝑥 that leads to a different 

classification?

 ∃𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ < 𝜖 ∧ 𝑓 𝑥 ≠ 𝑓 𝑥′

• How is it different from robustness testing? It is the same question. 

LOCAL ROBUSTNESS VERIFICATION

Robustness Testing

Counterexample, if found

Local Robustness Verification

Proof of local robustness, 

or counterexample
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LOCAL ROBUSTNESS VERIFIERS
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SMT Solving

Encode the network 

and property as SMT 

constraints

Exact and complete 

Counterexamples 

or robustness proof 

✘ Scalability 

Marabou

[4,5]

Encode ReLUs using 

mixed-integer linear 

constraints

Exact

Mature MILP solvers 

✘ Computationally 

expensive 

MIPVerify

[6]

Propagate sets instead 

of points

Very scalable 

Sound certificates 

✘ Conservative - false 

alarms/"unknown“

ERAN

[7]

MILP Static Analysis Branch-and-Bound Reachability Analysis

Tight bounds + 

recursive splitting

Excellent balance

scalability + precision 

SotA on robustness 

✘ Possible explosion

𝜶, 𝜷- Crown

[8]

Propagate reachable 

input/output sets

Good for control 

Computes output 

reachable sets 

✘ Set explosion

Nnv

[9]



LOCAL ROBUSTNESS VERIFIERS
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• Problem of determining if there exists an 

interpretation that satisfies a given Boolean 

formula

SATISFIABILITY (SAT)

Example

𝜑1 = 𝑝 ∧ 𝑞 ∨ 𝑟
𝜑2 = 𝑝 ∧ 𝑞 ∧ 𝑟 ∧ 𝑞 ∧ ¬𝑟

𝑠𝑜𝑙𝑣𝑒 𝜑1 = 𝑆𝐴𝑇
𝑠𝑜𝑙𝑣𝑒 𝜑2 = 𝑈𝑁𝑆𝐴𝑇

𝑤𝑖𝑡𝑛𝑒𝑠𝑠 𝜑1 = (𝑝 → 1, 𝑞 → 1, 𝑟 → 0)

SAT Solver

𝜑1 𝜑2 𝜑𝑚

SAT/UNSAT WITNESS

Assertions



SATISFIABILITY MODULO THEORY (SMT)

SAT Theory SMT+ =

Linear Real Arithmetic (LRA)

Bit-Vectors (BV)

Arrays (Ax)

2𝑥 − 3𝑥 ≤ 5 ∧ 𝑥 ≥ 0

𝑥 + 1  𝑚𝑜𝑑 232 = 𝑦

𝑠𝑒𝑙𝑒𝑐𝑡 𝑠𝑡𝑜𝑟𝑒 𝐴, 𝑖, 𝑣 , 𝑖 = 𝑣
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LOCAL ROBUSTNESS VERIFICATION AS SMT 

SOLVING

• Computation of a ReLU block, in 2 steps

• 𝑥′ = b + σ𝑖=0
𝑚 𝑤𝑖𝑥𝑖

• 𝑦 = max 0, 𝑥′

• Encode these two as SMT formula

• z = b + σ𝑖=0
𝑚 𝑤𝑖𝑥𝑖 ∧ [ 𝑧 ≤ 0 ∧ 𝑦 = 0 ∨

𝑧 > 0 ∧ 𝑦 = 𝑧 ]

• Encode local robustness as SMT 

formula (for 𝐿∞ distance)

• ∃𝑥′. ∧𝑖 𝑥𝑖 − 𝜖 ≤ 𝑥′
𝑖 ≤ 𝑥𝑖 + 𝜖 ∧

(∨𝑗≠𝑐 𝑓𝑗 𝑥′ ≥ 𝑓𝑐 𝑥 )

• where 𝑐 = arg max
𝑖

𝑓𝑖(𝑥)

𝑥1

𝑥2

𝑥𝑚

Neuron

Sum

Activation 

function

𝑎
…

𝑦

𝑤1

𝑤2

𝑤𝑚

bias 𝑏

𝑦 = 𝑅𝑒𝐿𝑈(𝑏 + σ𝑖=0
𝑚 𝑤𝑖𝑥𝑖)



• SMT-based verifier for DNNsSupports

feed-forward and convolutional

networks 

• with piecewise-linear activations

(ReLU, Max, Sign, etc.)

• SMT + Simplex solving (successor of 

ReLUplex) 

• Divide-and-Conquer decomposition for 

scalable parallel verification

• Aggressive bound propagation

• Abstract interpretation for preprocessing 

3719/08/2026

MARABOU

DNN 𝜖

Preprocessing

SMT + Simplex Solver

Divide-and-Conquer

UNSAT +

proof

SAT +

witness



• Proven on 745 verification instances 

across four application domains

• Marabou 2.0 

• Up to 10× speedup and 10× lower 

median memory usage

• Successfully verifies:

• ACAS Xu networks (300 ReLU

neurons)

• Fully-connected MNIST classifiers 

(≈150–320 hidden neurons) 

• RL controllers

• Closed-loop neural control systems
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MARABOU EXPERIMENTS
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SUMMARY

Advantages Limitations

✓ Formal proof of robustness for a 

specific input 

✓ Either finds a counterexample or 

proves none exists 

✓ Well suited for safety-critical 

operating points 

✓ Mature verification algorithms and 

tools 

 Guarantees only one input 

neighborhood 

 Must be repeated for multiple inputs 

 Computationally expensive 

 Scalability remains challenging for 

very large models 



VERIFICATION OF GLOBAL ROBUSTNESS

Anagha Athavale, Ezio Bartocci, Maria Christakis, Matteo Maffei, Dejan Nickovic, Georg Weissenbacher: Verifying 

Global Two-Safety Properties in Neural Networks with Confidence. CAV (2) 2024: 329-351 
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• From a single input to an input region

• Verify robustness for all 𝑥 ∈ 𝑋

• From instance-specific to model-wide 

certificates

• Generalize beyond individual test 

samples

Global robustness

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 → 𝑑𝑜𝑢𝑡 𝑓 𝑥 , 𝑓 𝑥′ ≤ 𝛿

FROM LOCAL TO GLOBAL ROBUSTNESS
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x1

x2

Does not work for classifiers with 2+ classes

We need to relax the definition!
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REMINDER ABOUT CLASSIFIERS

Classifiers come with 

the softmax layer

Two outputs

• Class

• Confidence score



• From a single input to an input region

• Verify robustness for all 𝑥 ∈ 𝑋 that 

result in high-confidence outputs

Confidence-based global robustness

∀𝑥∀𝑥′. (𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 ∧ 𝒄𝒐𝒏𝒇 𝒇 𝒙 ≥ 𝒌)

→ 𝑑𝑜𝑢𝑡 𝑓 𝑥 , 𝑓 𝑥′ ≤ 𝛿

CONFIDENCE-BASED GLOBAL ROBUSTNESS

Regression ✓

Classification 

class 1

class 2
class 3

x1

x2
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• From a single input to an input region

• Verify robustness for all 𝑥 ∈ 𝑋 that 

result in high-confidence outputs

Confidence-based global robustness

∀𝑥∀𝑥′. (𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 ∧ 𝒄𝒐𝒏𝒇 𝒇 𝒙 ≥ 𝒌)

→ 𝑑𝑜𝑢𝑡 𝑓 𝑥 , 𝑓 𝑥′ ≤ 𝛿

CONFIDENCE-BASED GLOBAL ROBUSTNESS

Regression ✓

Classification 

class 1

class 2
class 3

x1

x2

GR ✓

Conf-GR ✓
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result in high-confidence outputs

Confidence-based global robustness

∀𝑥∀𝑥′. (𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 ∧ 𝒄𝒐𝒏𝒇 𝒇 𝒙 ≥ 𝒌)

→ 𝑑𝑜𝑢𝑡 𝑓 𝑥 , 𝑓 𝑥′ ≤ 𝛿

CONFIDENCE-BASED GLOBAL ROBUSTNESS

Regression ✓

Classification 

class 1

class 2
class 3

x1

x2

GR ✓

Conf-GR ✓

GR 

Conf-GR 
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• From a single input to an input region

• Verify robustness for all 𝑥 ∈ 𝑋 that 

result in high-confidence outputs

Confidence-based global robustness

∀𝑥∀𝑥′. (𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 ∧ 𝒄𝒐𝒏𝒇 𝒇 𝒙 ≥ 𝒌)

→ 𝑑𝑜𝑢𝑡 𝑓 𝑥 , 𝑓 𝑥′ ≤ 𝛿

CONFIDENCE-BASED GLOBAL ROBUSTNESS

Regression ✓

Classification 

class 1

class 2
class 3

x1

x2

GR ✓

Conf-GR ✓

GR 

Conf-GR 

GR 

Conf-GR ✓
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• From a single input to an input region

• Verify robustness for all 𝑥 ∈ 𝑋 that 

result in high-confidence outputs

Confidence-based global robustness 

(Conf-GR)

∀𝑥∀𝑥′. (𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 ∧ 𝒄𝒐𝒏𝒇 𝒇 𝒙 ≥ 𝒌)

→ 𝑑𝑜𝑢𝑡 𝑓 𝑥 , 𝑓 𝑥′ ≤ 𝛿

CONFIDENCE-BASED GLOBAL ROBUSTNESS

Regression ✓

Classification ✓ 

class 1

class 2
class 3

x1

x2

GR ✓

Conf-GR ✓

GR 

Conf-GR 

GR 

Conf-GR ✓
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A hyperproperty captures relations between 

multiple traces

• 2-safety property

∀𝑥∀𝑥′ 𝜙 𝑥, 𝑥′

• Confidence-based global robustness is a 

2-safety property

• Useful generalisation

• Global fairness also a 2-safety 

property
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CONF-GR IS A HYPERPROPERTY

Confidence-based global fairness

• Let 𝑥𝑠 and 𝑥𝑛 be sensitive and non-

sensitive attributes of 𝑥

∀𝑥∀𝑥′. (∧𝑥=𝑥𝑠
𝑑𝑖𝑛 𝑥, 𝑥′ > 0 ∧

 ∧𝑥=𝑥𝑛
𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 ∧

𝑐𝑜𝑛𝑓 𝑓 𝑥 ≥ 𝑘) → 𝑑𝑜𝑢𝑡 𝑓 𝑥 , 𝑓 𝑥′ ≤ 𝛿

Verification of confidence-based global robustness = verification of 2-safety property



Two challenges
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HOW TO VERIFY CONF-GR?

2-safety verification Softmax

How to reason about a 

hyperproperty on a DNN?

How to deal with the

non-linear softmax?



Self-composition of DNN• Use self-composition

• Copy of original network

• Duplicate and rename variables

• Safety is a trace property

• Existing tools can be applied
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VERIFICATION OF 2-SAFETY ON DNN

X Y

2-safety on DNN 

= 

Safety on self-composition of DNN

X’ Y’



• Softmax is non-linear and not directly 

amenable to verification tools

• Find appropriate abstraction

• Express softmax in terms of sigmoid

and  log-sum-exp (LSE) 

• 𝑠𝑜𝑓𝑡𝑚𝑎𝑥 𝑥 𝑖 = 𝑠𝑖𝑔 𝑥𝑖 + 𝐿𝑆𝐸1;𝑖≠𝑗
𝑛 𝑥𝑗

• 𝑠𝑖𝑔 𝑥 =
1

1+𝑒−𝑥

• 𝐿𝑆𝐸1;𝑖≠𝑗
𝑛 𝑥𝑗 = log(σ𝑗=1,𝑗≠𝑖

𝑛 𝑒𝑥𝑗)

• 𝑚𝑎𝑥1
𝑛(𝑥𝑖) ≤ 𝐿𝑆𝐸1

𝑛 𝑥𝑖 ≤ 𝑚𝑎𝑥1
𝑛 𝑥𝑖 +

log(𝑛)
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VERIFICATION OF SOFTMAX
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SOUNDNESS

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 ∧ 𝑐𝑜𝑛𝑓 ෠𝒇 𝒙 ≥ 𝒌 − 𝒃𝒏,𝒎 → (෠𝒇 𝒙 = ෠𝒇 𝒙′ )

→

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝜖 ∧ 𝑐𝑜𝑛𝑓 𝑓 𝑥 ≥ 𝑘 → (𝑓 𝑥 = 𝑓 𝑥′ )

• መ𝑓 𝑥 : approximated DNN

• 𝑏𝑛,𝑚 =
𝑛−2

𝑛−1+1
2 + 2𝑚, where

• 𝑛 is the number of output classes

• 𝑚 is the acceptable approximation error 



61

EVALUATION

Netwroks up

to 50 neurons



• Confidence-based globar robustness is 

monotonic in 𝜖 and 𝑘

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝝐 ∧ 𝑐𝑜𝑛𝑓 𝑓 𝑥 ≥ 𝒌

→ 𝑓 𝑥 = 𝑓(𝑥′)

• → We can use binary search to 

estimate the tight bounds for which the 

network is robust
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ESTIMATING ROBUSTNESS PARAMETERS

𝜖

𝑘
Unknown 

boundary



• Confidence-based globar robustness is 

monotonic in 𝜖 and 𝑘

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝝐 ∧ 𝑐𝑜𝑛𝑓 𝑓 𝑥 ≥ 𝒌

→ 𝑓 𝑥 = 𝑓(𝑥′)

• → We can use binary search to 

estimate the tight bounds for which the 

network is robust
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ESTIMATING PARAMETERS

𝜖

𝑘



• Confidence-based globar robustness is 

monotonic in 𝜖 and 𝑘

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝝐 ∧ 𝑐𝑜𝑛𝑓 𝑓 𝑥 ≥ 𝒌

→ 𝑓 𝑥 = 𝑓(𝑥′)

• → We can use binary search to 

estimate the tight bounds for which the 

network is robust

64

ESTIMATING PARAMETERS

𝜖

𝑘



• Confidence-based globar robustness is 

monotonic in 𝜖 and 𝑘

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝝐 ∧ 𝑐𝑜𝑛𝑓 𝑓 𝑥 ≥ 𝒌

→ 𝑓 𝑥 = 𝑓(𝑥′)

• → We can use binary search to 

estimate the tight bounds for which the 

network is robust
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ESTIMATING PARAMETERS

𝜖

𝑘



• Confidence-based globar robustness is 

monotonic in 𝜖 and 𝑘

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝝐 ∧ 𝑐𝑜𝑛𝑓 𝑓 𝑥 ≥ 𝒌

→ 𝑓 𝑥 = 𝑓(𝑥′)

• → We can use binary search to 

estimate the tight bounds for which the 

network is robust
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ESTIMATING PARAMETERS

𝜖

𝑘



• Confidence-based globar robustness is 

monotonic in 𝜖 and 𝑘

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝝐 ∧ 𝑐𝑜𝑛𝑓 𝑓 𝑥 ≥ 𝒌

→ 𝑓 𝑥 = 𝑓(𝑥′)

• → We can use binary search to 

estimate the tight bounds for which the 

network is robust
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ESTIMATING PARAMETERS

𝜖

𝑘



• Confidence-based globar robustness is 

monotonic in 𝜖 and 𝑘

∀𝑥∀𝑥′. 𝑑𝑖𝑛 𝑥, 𝑥′ ≤ 𝝐 ∧ 𝑐𝑜𝑛𝑓 𝑓 𝑥 ≥ 𝒌

→ 𝑓 𝑥 = 𝑓(𝑥′)

• → We can use binary search to 

estimate the tight bounds for which the 

network is robust
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ESTIMATING PARAMETERS

𝜖

𝑘
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SUMMARY

Advantages Limitations

✓ Strongest formal guarantees 

✓ Covers entire regions or the 

complete input domain 

✓ Captures model-wide behavior 

✓ Suitable for certification and 

assurance 

 Computationally the hardest problem 

 Often requires conservative 

approximations 

 Limited scalability to modern large-

scale networks 



DISCUSSION AND THOUGHTS
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• DNN rarely operates in isolation

• One component in a system

• Consequently

• Classification error does not 

necessarily imply a safety violation

• A robust classifier does not 

guarantee a safe system 

• → Assurance should focus on 

system-level safety properties. 

FROM COMPONENT CORRECTNESS TO 

SYSTEM SAFETY

Environment Plant

Sensors Actuators

Control SoftwareThe ultimate objective is safe system behavior—

not a perfect neural network
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Absolute guarantees desirable, but risk-

based assurance often sufficient

FROM ABSOLUTE CORRECTNESS TO RISK-

BASED ASSURANCE

Motivation

• EU AI Act

• Waymo autonomous taxis

Examples

• PAC guarantees

• Statistical model checking

• Conformal predictions

• Runtime monitoring

The ultimate objective is safe system behavior - not a perfect neural network

Classical verification

𝑃𝑟 𝑠𝑎𝑓𝑒𝑡𝑦 𝑣𝑖𝑜𝑙𝑎𝑡𝑖𝑜𝑛 = 0

No failures

Risk-based assurance

𝑃𝑟 𝑠𝑎𝑓𝑒𝑡𝑦 𝑣𝑖𝑜𝑙𝑎𝑡𝑖𝑜𝑛 < 𝛿

Failures are sufficiently rare and acceptable
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• … and Generative AI in general

• Hard challenges

• Architecture challenge: complete AI system, not just a neural network

• tokenization, embedding, decoding, inference and guardrail mechanisms

• Scalability challenge: trillions of parameters, thousands of transformer layers

• Specification challenge: natural language to natural language

• and beyond: text-to-speech, text-to-image, text-to-video

• Non-determinism challenge: stochastic models

• Model temperature, top-k, etc.

• What can we do about it?

WHAT ABOUT LLMS?
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ROBUSTIFAI PROJECT

74

• RobustifAI addresses the challenge of robustness by focusing on

• foundation models

• used in the context of human cyber-physical systems (HCPS)

“Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflect those of 

the European Union or the European Health and Digital Executive Agency (HADEA). Neither the European Union nor the granting authority 

can be held responsible for them. RobustifAI project, ID 101212818"



THREE DIMENSIONS OF ROBUSTNESS

75

Technical  Robustness Operational  Robustness User  Robustness 

Environmental & Distributional 

Robustness

Inherent Vulnerabilities

Adversarial Robustness

Systemic / Dependency 

Robustness

Environmental Adaptivity

Distribution Shift & Domain Transfer

Task Drift Adaptation

Compliance & Policy Drift

Intent Robustness

Input Robustness

Mental Model Robustness

Social Interaction Robustness

Cultural & Linguistic Robustness



ROBUSTIFAI METHODS
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Neuro-symbolic

approaches



ROBUSTIFAI METHODS
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Adaptiveness

with awareness of

operational limits



ROBUSTIFAI METHODS

78

Human-centricity

throughout

lifecycle



ROBUSTIFAI USE CASES
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CONCLUSIONS



SUMMARY OF ASSESSING ROBUSTNESS

Robustness Testing
Local Robustness 

Verification

Global Robustness 

Verification

Goal Find adversarial examples
Prove robustness around 

one input

Prove robustness over an 

input region or the entire 

input space

Typical methods FGSM, PGD, CW
Marabou, α,β-CROWN, 

ERAN
2-safety verification

Guarantees Empirical Formal (local) Formal (global)
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CONCLUDING REMARKS

82

Robustness

Verification

Component

Assurance

System

Assurance
Risk-based

Deployment

• Robustness verification part of a bigger quest

• Stronger verification algorithms are needed

• But together with statistical evidence, runtime monitoring, and risk management

• → Trustworty AI-based systems



Parts of this presentation are based on Anagha‘s CAV‘24 slides 

THANKS TO MY CO-AUTHORS
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